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1 EXECUTIVE SUMMARY 

 

All Norwegian citizens have a unique social security number to be able to communicate who we are in contact with 

interested parties, like authorities, banks, insurance etc. There are many who have the same name or are born on the 

same day, so it is not enough to refer to the name and date of birth when an unequivocal identification is needed. 

Developments in the power industry are moving towards increasing communication across actors. This is driven by new 

technology, increased electrification and greater need for real-time coordination, in an efficient and profitable way. 

In the existing power systems, different requirements have been made for the identification and naming of data elements. 

This creates problems when data is to be coordinated. 

A UnikID can sound both abstract, difficult and easy at the same time. This is one of the fundamental challenges for how 

we will be able to interact seamlessly in the power system in the future. At the same time, it is important that we approach 

the task with pragmatism, so that we have a solution that is implementation-friendly and cost-effective for the actors. 

Today, each company often operates with its own systems. This has worked fine up until now. But when we exchange 

ever larger amounts of data and interact more across both web companies, system administrators and governments, we 

need agreement on what the different data elements represent. 

In this project, DNV has performed the work on a work package under the DIGIN program and is now presenting a set of 

defined guidelines on unique identification process. We recommend these guidelines shall be used by all interested parties 

for unique identification of power system resources, functions and assets, between power industry actors and systems. 
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2 INTRODUCTION 

 

The unique identification (UnikID) guidelines workstream was created by DIGIN-Energi and tasked with defining a common 

set of UnikID management principles. These guidelines address the need for standardized, maintainable, achievable, 

riskless, and time-unbound (SMART) identification of the resources made available within the systems.  

To support the implementation of the UnikID guidelines the following principles have been drafted for data owners, users 

and others to guide as they seek to implement. The document also makes possible amendments to the UnikID guidelines 

version 1.0. The document also introduces a CIM Identified Object (CIM::IO) ontology architecture with the description of 

actors and roles. 

The new version of the guideline considers the concern of the distribution system operators which are associated with the 

technical implementation of UnikID within their IT systems. As an outcome of the investigation of the received concerns, 

the following topics are presented in the document: 

• Explanation of the use case; and 

• Guidance on implementation. 

This paper is intended to be a living document that will evolve over time as more is learned about implementing the DIGIN-

Energi use cases. 

 

3 NORMATIVE REFERENCES 

 

The following documents are referred to in the text in such a way that some or all their content constitutes requirements 

of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the 

referenced document (including any amendments) applies. 

IEC 61970-301:2019, Energy management system application program interface (EMS-API) – Common information 

model (CIM) base 

IEC 61970-501:2006, Energy management system application program interface (EMS-API) - Part 501: Common 

Information Model Resource Description Framework (CIM RDF) schema 

IEC 61970-552:2016, Energy management system application program interface (EMS-API) - Part 552: CIMXML Model 

exchange format 
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4 TERMS, DEFINITIONS AND ABBREVIATED TERMS 

For the purposes of this document, the following terms and definitions apply.  

4.1 Terms and Definitions 

4.1.1 profile 

Agreed-upon subset derived from a full model. In CIM, a profile is a subset of CIM UML Model. 

4.1.2 use case 

Specification of a set of actions performed by a system, which yields an observable result that is, typically, of value for 

one or more actors or other stakeholders of the system. 

4.1.3 unikID  

Identifier system(s) being used with data and respective activities/processes in grid operations. All the identifiers (e.g., 

UUID, URN, URIs, DOI, etc.) fully support the activities of identification. However, they have their own pros and cons 

depending on the use of data and activities. UnikIDs are used to identify, cite, link, and annotate data objects. 

4.1.4 mRID 

mRID is an abbreviation for Master Resource Identifier. It is an attribute within the CIM IdentifiedObject Class. Although 

the CIM standard recommends Universally Unique Identifiers (UUIDs) as a UnikID for mRID as per RFC 4122, there are 

currently several different identifier systems for mRID in practice, such as: URIs/URNs, Version 5 UUIDs and Strings + 

UUIDs. 

To be globally unique, we must have an identifier system(s) i.e., a UnikID that ensures global uniqueness, persistence, 

compatibility, and scalability. 

4.1.5 cim:IdentifiedObject 

An easy way to think about the term “cim:IdentifiedObject (CIM::IO)” is that it reflects the simple need for 

compartmentalizing information in a database that otherwise looks big and confusing. Values in a CIM::IO have their own 

unique IDs, data types, and attributes. In this way, CIM::IOs vary across business processes depending on their tangibility 

and non-tangibility. 

A CIM::IO is a collection of one or more CIM classes that create meaning. In other words, “object” is an alternate way of 

saying “this group of data should be thought of as standalone.” 

CIM is based on the IdentifiedObject, its relationship, its semantic and its constraint. A CIM::IO provides the details of 

information to be stored as data and is of primary use when the final processes for a business-use-case or the preparation 

of a functional specification for procurement. 

4.1.6 data owner 

Data owner has administrative control and has been officially designated as accountable for a specific information model. 

General responsibilities of the data owner are: 

• Data owner can be a specific organization or system or person that can create, edit, modify, share and restrict 

access to the data associated to CIM:IdentifiedObject.  
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• Data ownership also defines the data owner’s ability to assign, share or surrender all these privileges to a third 

party.  

• The data owner claims the possession and copyrights to such data to ensure their control and ability to take legal 

action if their ownership is illegitimately breached by an internal or external entity. 

• Ensure compliance with CIM protocols and all regulatory requirements as they relate to the information modelling. 

• Data owner authorizes data provider to provide information to data consumer. 

4.1.7 metadata provider 

Metadata provider is a system repository or metadata organizer who has technical control over information metadata. 

Usually, this actor has full admin rights or equivalent level of access. This is a critical role, and it must be executed in 

accordance with the access guidelines developed by the data owner(s) in the light of given guiding principles. General 

responsibilities of the metadata provider are: 

• Implement appropriate physical and technical safeguards to protect the confidentiality, integrity, and availability 

of the information metadata. 

• Assign and remove access to metadata on the direction of the data owner. 

• Publish reports or change information to data users. 

• Log all the changes and updates in information metadata and access granted. 

4.1.8 data user 

Data users also have a critical role to protect and maintain information systems and data. For the purpose of information 

security, a Data user is any system, employee, contractor or third-party provider who is authorized by the data owner to 

access information. General responsibilities of the data user are: 

• Adhere to policies, guidelines and procedures pertaining to the utilization of information and metadata. 

• Data user authorizes data consumer to receive information from data provider. 

4.1.9 UnikID provider/evaluator 

A UnikID provider is a system or entity that delivers unique identifications of information models to the data 
provider at the data owner's request. General responsibilities of the UnikID provider are: 

 

• It is responsible to assign, generate, distribute, store and protect unique identifiers of information models of the 

data owner. 

• In case of using version 5 UUID, the UnikID provider is also responsible for producing, interpreting, and 

distributing namespaces based on the mechanism defined by the organization or data owner.  

A UnikID evaluator is an optional role. The responsibility of the given role is to evaluate the received UnikIDs from the 

data provider. It may help the data consumer in aligning the received mRIDs with its own system and react in case of 

errors or issues.   
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4.1.10 information model 

An information model is a representation of concepts, relationships, constraints, rules, and operations to specify data 

semantics for a chosen domain of discourse. 

4.1.11 electricity market 

An electricity market is a system enabling electricity as a commodity or service capable of being bought, sold, and traded. 

4.1.12 organization  

Person or group of people that has its own functions with responsibilities, interested parties and relationships to achieve 

its objectives. The concept of organization includes, but is not limited to sole-trader, company, corporation, firm, enterprise, 

party, partnership, charity or institution, or part or combination thereof, whether incorporated or not, public or private. 

4.1.13 interested party (preferred term) 

stakeholder (admitted term) 

authorities (admitted term) 

Person or organization that can affect, be affected by, or perceive themselves to be affected by a decision or activity.  

4.1.14 requirement 

Need or expectation that is stated, generally implied or obligatory. 

4.1.15 identifier system 

A unified method of identification of objects. E.g., UUIDs. 

4.1.16 asset 

Tangible resource of the utility, including power system equipment, various end devices, cabinets, buildings, etc. For 

electrical network equipment, the role of the asset is defined through PowerSystemResource and its subclasses, defined 

mainly in the Wires model (refer to IEC61970-301 and model package IEC61970::Wires). Asset description places 

emphasis on the physical characteristics of the equipment fulfilling that role. 

4.1.17 power system resource 

A power system resource can be an item of equipment such as a switch, an equipment container containing many 

individual items of equipment such as a substation, or an organisational entity such as sub-control area. Power system 

resources can have associated measurements. 

4.1.18 aspect 

Specified way of viewing an object. 

4.1.19 function 

Intended or accomplished purpose or task. 

4.1.20 functional system 

Object with characteristics which predominantly represents an overall inherent function. 
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4.1.21 object 

Entity treated in a process of development, implementation, usage and disposal. 

4.1.22 product 

Intended or accomplished result of labour, or of a natural or artificial process. 

4.1.23 source project 

Implements or realizes the business process in the CIM model - an organization, a system or an interested party which 

has realized a business process or requirement by one or more use cases and already has implemented the UUID based 

object identification for the processes. 

4.1.24 regulatory body 

A public organization or government agency that is set up to exercise a regulatory function. This involves imposing 

requirements, conditions or restrictions, setting the standard for activities, and enforcing in these areas or obtaining 

compliance. Regulatory bodies cover a wide variety of professions, but not all professions are regulated and may be self-

regulated. 

4.1.25 vendor 

A person or company offering something for sale. 

4.2 Abbreviated Terms 

BUC Business Use Case (Use Case) 

CIM Common Information Model 

DSO Distribution System Operator. Generally, a DSO manage a MV/LV network 

IEC International Electrotechnical Commission 

RDF Resource Description Framework 

SUC System Use Case (Use Case) 

TSO Transmission System Operator. Generally, a TSO manage an EHV/HV network 

UML Unified modelling language 

UUID Universally unique identifier 

XML eXtended Markup Language 

XSD XML Schema Definition 

mRID Master Resource Identifier 

UnikID Unique Identifier 

GUID Globally Unique Identifier 

EAN European Article Number 
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5 BUSINESS MOTIVATION MODEL 

In this section, an ArchiMate modeling language is being adapted for the representation of Business Motivation Model 

(BMM) for implementing UnikID within the business enterprise architecture. BMM is well suited for modeling the 

business strategy, but it lacks support for modeling IT strategy. Herein the BMM addresses the way the enterprise 

architecture should align to UnikID context by introducing the motivational elements, which include Driver, Assessment, 

Goal, Requirement, Constraint and Principle (as shown below). Similarly, relationships are defined to link motivational 

concepts. 
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6 ACTORS, ROLES AND RESPONSIBILITIES 

In the information modeling language, actors, roles and responsibilities are defined as different entity classes next to 

functions, processes, activities and tasks. This enables architects to design processes and IT support for processes or 

even digitize processes in a controlled way, using concepts, principles and standards. 

• Actor: An actor is an entity that is a participant in a process and/or an owner/user of a system. Example: A person, 

application, organization or system. 

• Role: A role is a position that an actor has in a process. According to their role, actors are expected to perform 

certain tasks (their responsibilities). Example: Data provider is a common role in the process of sending data. 

The Actor, in this case, is the data owner. 

• Responsibility: A responsibility is the set of tasks, activities or actions an actor is expected to perform, or allowed 

to do, according to the role.  

In the context of UnikID, these entities are related as shown in the metamodel below. 

 

Figure 1 Roles and Actors 

With these responsibilities made clear, as associated tasks in the process, we can apply principles and standards. This 

allows to make sure or report that all responsibilities comply (or not) with the principles and standards. 

In the UnikID guidelines, the responsibility definition is defined in section 4, one can create groups of activities and tasks 

as identifiable responsibilities for certain roles. 

 

Figure 2 Example of roles and actors for an example 

As an example, consider an organization which has two systems, network information system (NIS) and geographical 

information system (GIS), and the data from the two systems need to be sent either to internal or external systems. In this 
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case, we have only one data owner who made NIS and GIS responsible roles to share the data with another data user. 

Each system, NIS and GIS, may have their own UnikID provider or it could be possible that a UnikID provider facilitates 

both systems. The given example provides a view of how the different actors, roles, and their responsibilities can be 

implemented by the organization within their defined use case of concern. 

7  CIM::IO REFERENCE ARCHITECTURE 

An ontology is an explicit formal specification of how to represent the objects, concepts, and other entities that are 

assumed to exist in some area of interest and the relationships that exists among them. Another definition that is often 

used is “a specification of a conceptualization”. Ontologies provide the means to describe knowledge in a form that can 

be leveraged by both humans and intelligent agents.   

There are many ontologies that have been developed or are under development. These are typically categorized as either 

‘top-level’ ontologies or ‘domain-specific’ ontologies. There are typically three different levels to the content of an ontology:  

• An ‘is-a’ taxonomy of concepts 

• An internal concept structure and the relationship between concepts 

• Explicit axioms 

In CIM ontology, IdentifiedObject, in its most general sense, is interchangeable with ‘entity’ or ‘being’ and is applicable to 

any item whose existence is acknowledged by CIM ontology, whether that item being, universal, abstract, or concrete. In 

this sense, not only tangible assets but also properties, relations, events, numbers, sets, and propositions are—if they are 

acknowledged as existing—to be accounted IdentifiedObject. 

The following diagram provides a simplified overview of the CIM Ontology.  
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Figure 3 CIM::IO ontology architecture 

To develop a comprehensive CIM strategy and solutions, an organization must begin with a solid foundation such as 

CIM::IO ontology architecture. A CIM::IO architecture is an information systems structure that enables organizations to 

interrelate their existing information and business processes within their IT infrastructure. 

There are mainly three different perspectives to which the information is modelled: Conceptual data models, Physical data 

models, and Logical data models, and each one has a specific purpose.  

• Conceptual: This Metamodel defines WHAT the system contains. This model is typically created by Business 

Stakeholders, Data Architects, Strategists, and Power System Planners. The purpose is to organize metamodels 

associated to core business concepts and common rules.  

• Physical: This Metamodel describes HOW the real system will be and is implemented in a network system. This 

model is typically created by domain experts, manufacturers and developers. The purpose is to reflect the asset’s 

specification, requirement and design and structure information that is needed to achieve the business 

application. 

• Logical: This Metamodel defines HOW the system functionalities should be implemented to achieve the target 

business application. This metamodel is typically created by Power System Domain Experts, Operators, 

Application Service Providers and Data Analysts. The purpose is to develop a technical map of logical rules and 

functional data structures. 
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8 ACTIVITIES TO MATURE 
For the Maturity Matrix four outcomes are being considered as criteria: consistency, completeness, accessibility, and 

accuracy.  

One of the ways to obtain the best possible re-use and impact of persistent unique identification is to make data objects 

consistent, complete, accessible, and accurate. If data are clearly associated with mature metadata, the maturity matrix 

can be considered to achieve sustainable, scalable and interoperable ecosystem. 

UnikID guidelines (Principles) shall be fulfilled for a data object and data to be marked as mature in terms of identification. 

The criteria and the levels are presented in a matrix, as shown in Table below. 

  

Level 1: Ad hoc Level 2: Minimal Level 3: 

Intermediate 

Level 4: 

Advanced 

Level 5: Optimal 

In
fo

rm
a
ti

o
n

 A
c
c
u

ra
c
y

 

A
c
c
u
ra

c
y
 

Documented 

procedures 

available about 

technical sources 

of errors and 

deviation/inaccura

cy exists 

Required objects 

and elements are 

compared against 

the entities and 

attributes that the 

simulation/reality 

represents 

Required objects, 

elements and 

associations are 

compared against 

the entities, 

attributes and 

dependencies that 

the 

simulation/reality 

represents 

Required objects, 

elements, 

associations and 

technical source of 

errors and 

deviation are 

compared against 

the entities, 

attributes, 

dependencies and 

representation 

errors that the 

simulation/reality 

represents 

Required objects, 

elements, 

associations, 

dependency 

errors, and 

confidences in 

assessment are 

compared against 

represented 

entities, attributes, 

dependencies, 

representation 

errors, and 

assessment 

confidences 

In
fo

rm
a
ti

o
n

 a
c
c
e
s
s
ib

il
it

y
 

D
a

ta
 a

c
c
e

s
s
ib

ili
ty

 

Data is non 

accessible.  

Data is accessible 

by file names. 

Data is accessible 

by internal unique 

identifier 

corresponding to 

project 

requirements. 

Data is accessible 

by permanent 

identifier following 

a documented 

rule. Datasets 

have an expiration 

date and are 

accessible for at 

least 10 years 

(conform to rules 

of good scientific 

practice). 

Data is accessible 

by universally 

unique identifier 

registered. Data is 

accessible within 

other data 

infrastructures 

including cross 

reference. 
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M
e

ta
d

a
ta

 a
c
c
e

s
s
ib

ili
ty

 
Metadata is not 

specified. 

Metadata is 

accessible but not 

specified. 

Metadata is 

accessible by 

internal unique 

identifier 

corresponding to 

project 

requirements. 

Metadata is 

accessible by 

permanent 

identifiers per a 

documented rule. 

Complete 

metadata 

citation/mapping is 

persistent. 

Metadata is 

accessible by 

universally unique 

and resolvable 

identifier including 

backup. Complete 

metadata 

citation/mapping is 

persistent. 

External persistent 

identifier 

references are 

supported. 

M
e

ta
d

a
ta

 C
o

n
s

is
te

n
c

y
 

M
e

ta
d

a
ta

  

Concept 

development. 

Metadata is in 

production and 

may be deleted or 

overwritten. 

Metadata exist but 

is not complete 

and may be 

deleted but not 

overwritten unless 

explicitly specified. 

Metadata 

conforms to 

interdisciplinary 

standards, not 

complete. 

Metadata are 

persistent, for as 

long as expiration 

date or update 

requires. 

Metadata 

conforms to 

interdisciplinary 

standards, are 

complete and 

matched into 

single source. 

Enterprise 

metadata is 

mapped and 

harmonized to 

disciplinary 

standards. 

Metadata are 

persistent, for as 

long as expiration 

date or update 

requires. 

C
o

m
p

le
te

 I
n

fo
rm

a
ti

o
n

 

M
o

d
e

l 
m

a
n

a
g

e
m

e
n

t Concept 

development. 

Model 

management is 

structured/conform 

to internal rules 

(informally 

documented). 

Model 

management is 

structured/conform 

to project 

specification. 

Model 

management is 

structured/conform 

to interdisciplinary 

standards. 

Model 

management is 

structured/conform 

to well-defined 

rules e.g., 

discipline-specific 

standards and 

long-term archive 

requirements. 
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D
a

ta
 o

b
je

c
t 

C
o

m
p

le
te

n
e

s
s
 a

n
d

 P
e
rs

is
te

n
c
e

 
Not evaluated. Data objects are 

consistent with 

internal rules. 

Data objects 

correspond to 

project 

requirements. 

Data objects are 

conformed to well-

defined rules. 

Data objects are 

conformed to 

interdisciplinary 

standards, are up-

to-date and 

consistent with 

external scientific 

objects if feasible. 

Data objects are 
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9 USE CASES OF CONCERN 

This document provides guidelines for suppliers and system operators that are implementing CIM. The need to produce 

such a document is justified by the reported issues or expected challenges during the implementation of the CIM that were 

not fully clarified in the UnikID guidelines version 1.0. The use cases of concern that have been gathered, form the 

underlying foundation for the implementation principles presented in this document. The present document defines the 

implementation strategy for some of the identified use cases of concern.  

This paper is intended to be a living document that will evolve over time as more is learned about implementing the DIGIN-

Energi use cases. 

9.1 One-2-Many 

9.1.1 Explanation of Concern 

In existing systems, e.g., GIS and NIS, information of an asset is usually encapsulated under a single Object. However, 

in contrast, CIM structures information of a single Object in a specific logical way, which adds two or more sub-Objects 

and the relationships that lie between them. 

Each Object in CIM is referred to as IdentifiedObject and each IdentifiedObject (IO) has its unique Master Resource 

Identifier (mRID). 

The Object within the existing system can easily be identified as it is already holding a form of identification, but when 

such an Object is structured based on CIM, it results in multiple CIM::IOs for an object.  

The challenge is how mRIDs shall be assigned to CIM::IOs which collectively represent one single object in the existing 

system. 

9.1.2 Example 

In an existing GIS System, there are objects of a Power Transformer and AC Line that are both modelled as single 

information objects with their respective IDs.  

However, in CIM, the Power Transformer object is in simple words structured into three CIM:: IOs (i.e., one 

PowerTransformer, and two PowerTransformerEnds).  

Power Transformer objects in the existing system may have a unique ID that can act as an mRID of CIM::IO:: 

PowerTransformer. However, as per the CIM structure, the system needs two more mRIDs for two CIM::IO:: 

PowerTransformerEnds. 

9.1.3 Current Practice 

Currently, there are two practices in place: 

• Using UUID5 with some proprietary hashing mechanism to generate mRIDs of logical CIM::IOs. 

• Adding unstandardized suffixes to the mRID of the existing object. 
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Figure 4 Illustration of One-2-Many use case of concern 

9.1.4 Guidelines on Implementation 

In order to tackle the one-2-many use case of concern, it is necessary to understand how mRIDs shall be assigned and 

generated. Herein, the data owner can own either one or all types of CIM::IOs that are possible across the CIM ontology 

architecture (as shown in Figure 3). For example, the GIS system can be owner of a CIM::IO::PowerTransformer where 

its geospatial attributes are identified. Therein GIS shall be the owner of the geospatial cim taxonomy of 

PowerTransfomer and shall be responsible for assigning mRIDs. In this scenario, all other systems will act as data user 

to GIS (data owner). On the other hand, when NIS receives data from GIS it acts as a data user, but NIS is a data owner 

of CIM::IOs of PowerTransformer which are in relation to asset-representation across the cim taxonomy (e.g., 

PowerTransformerEnds).   

It has been acknowledged that maintaining the UUID 4 could be challenging, especially regarding impacts on the 

computational time of different applications. Therefore, a recommendation has been made for using UUID version 5 with 

some limitations and considerations.  

Therefore, the following amendments to the guidelines version 1.0 have been made: 

A1. The data owner shall be the assigner of the mRID of the CIM::IO. Assigning a persistent, unique and resolvable 

mRID to CIM::IO allows data owners to unambiguously communicate the data that shall be used during business-as-

usual. 

G1. Herein UnikID shall be UUID (Universally Unique Identifier) version 4 as defined in RFC 4122. However, if it is 

too expensive to access the generated UUID version 4 during the business-as-usual-processes or time-critical 

calculations, then the company-wide generator can be implemented based on UUID version 5. Moreover, the following 

guiding principles shall be considered while implementing a companywide UUID version 5 generator: 

• The version 5 UUID is meant for generating UUIDs from "names" (that can be referred as a hash) that shall be 

drawn from, and unique within, some "namespace". The concept of name and namespace should be broadly 

construed, and not limited to textual names. The mechanisms or conventions used for allocating names and 

ensuring their uniqueness within their namespaces are beyond the scope of this guideline. 

<code> namespace = UUID4() 

<code> UUID5(‘namespace’, ‘name’) → UUID5( UUID4(), ‘product_internal_ID_policy’)  

The requirements for these types of UUIDs are as follows: 
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o Persistence and uniqueness of the UUID.  

o The UUIDs generated at different times from the same name in the same namespace MUST be 

equal. 

o The UUIDs generated from two different names in the same namespace should be different (with very 

high probability). 

o The UUIDs generated from the same name in two different namespaces should be different with (very 

high probability). 

o If two UUIDs that were generated from names are equal, then they were generated from the same 

name in the same namespace (with very high probability). 

• Persistence of “name”: There must exist a mechanism that ensures name persistency. 

• Persistence of namespace: It is recommended that the data owner shall allocate a version 4 UUID to use as a 

"namespace" for all UUIDs generated from names in that name space. The given namespace shall be 

accessible transparently throughout the organization and shall comply with guideline S3. 

o For instance, if NIS is a user of CIM::IO::PowerTransformer_1 from the GIS system, then NIS shall 

use the mRID (i.e., based on UUID) of PowerTransformer to generate mRIDs of related CIM::IOs 

(e.g., PowerTransformerEnds). However, in case NIS is an owner of a CIM::IO, e.g., Terminal, then 

Terminal shall be given a UUID 4. The UUID 4 of Terminal shall act as a namespace for the given 

context and shall be combined with a name that can be closely related to the 

CIM::IO::PowerTransfomer_1 to generate the mRID of connected CIM::IO::Terminals.  

• If for what-so-ever reason the data owner needs to remove or update the namespace, then the namespace 

must be maintained. The identifier and metadata must persist even if the data resource has been destroyed. 

S1. The data owner is responsible for ensuring that the assigned mRID shall be decentralized and stored “locally”. 

The UnikID provider that maintains and provides mRIDs either at system level or organizational level shall ensure that 

all existing identifiers to the respective CIM:IO are mapped to the same mRID. 

9.2  Vendor Data 

9.2.1 Explanation of Concern 

This use case presents the concerns of the stakeholders related to the identification of data received from the vendors or 

equipment data existing in the utility’s data bases. 

The vendor does not currently have UnikID for equipment models. It is necessary to store equipment data from external 

vendors for long-term planning, shipment and cataloging but this data does not have assigned mRIDs.  

Furthermore, UnikIDs are not assigned until assets are put into operation, implying that no IDs exist at the design and 

development phases of the product life cycle. This can lead to poor overview of system assets and is not in line with the 

UnikID guidelines version 1.0. 

Moreover, there are situations where vendors have given either serial numbers or unique identifications to the equipment 

which are not based on UUID but on different available standards e.g., DOI, EAN, IAN, or others. 
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9.2.2 Example 

During the lifecycle of the project or product in the power industry, the information is being shared between contractors, 

vendors, third parties and others. Most of the information during the lifecycle usually stored in local storages of the utility. 

From these storages, later the relevant information is fetched and analyzed for further studies.  

Currently utilities have list of equipment information which are being shared by vendors. This equipment is either stored 

centrally or distributed across the enterprise and are often not identified. However, some equipment is identified by via 

European Article Number (EAN). These numbers are on the catalogue of the equipment, and they are unique, but these 

numbers can only be given to tangible retail products and are mostly generated based on predefined characteristics of 

the retail product. Moreover, it only identifies the asset aspect of the product but not any other aspects (like, functional or 

operational).  

9.2.3 Current Practice 

The information and data by the vendor can be categorized the vendor data into two kind of information streams; the first 

catalogue information - it is about the asset specification or requirement information provided by vendor, and the second 

assembly information - it is about the assets (e.g., smart meters) deployed by single or many vendors.  

Currently, the utilities received catalogue information of many smart meters produced by different vendors. However, only 

few smart meters provided by specific vendors are eventually deployed at the customer premises. Although these smart 

meters are not owned, installed or maintained by the system operator, their information is shared and stored within their 

local storages. Thus, utilities are either shared or full data owner of the smart meter’s catalogue as well as assembly 

information.   

Currently, there are no specific mechanisms for assignment and generation of mRIDs for vendor products in either of the 

information streams. The datasets provided by the vendor are currently either referred to by their serial numbers, names, 

or standard identification techniques like EAN, ETIM and EL-number.  

Moreover, in Norway, utilities often use central repository of products i.e., referred as EFO Basen. EFO Basen has 

catalogue information of equipment which is searchable via el-nummer. On the other hand, some utilities do also maintain 

internal equipment repositories where the equipment are generally not identified by any IDs. The challenge is the 

standardization of the equipment identification in the repositories to improve accessibility and delicacy. 

On the other hand, Norway has a central repository called Elhub which has smart metering data. Elhab has assembly 

information of almost all the smart metered deployed within Norway. The smart meter information is tagged but 

international EAN standard, that is unique. However, the challenge is EAN is a smart meter identifier but not to its logical 

aspects. Currently, DSOs use EAN numbers as identification for all metering points and make connection to their logical 

aspects. Thus, as per CIM:IO, all the metering points shall have UUID but replacing the EAN standard with UUID poses 

a challenge as the process will take years. Furthermore, these EAN codes are present at the meters nameplate which is 

installed at the customer side. This also creates an issue with the Customer Information system as it uses EAN 

identification and by design does not support UUID. However, many other new or old products like transformers, fuses 

etc. are also being identified by unstandardized identifiers – which are not unique at all. Hence, just updating or replacing 

these identifiers at once with UUID are possible but will result in enormous number of issues in the existing execution of 

the processes. The challenge is the transformation of existing identification schemes into recommended UnikID.  

9.2.4 Guidelines on Implementation 

The identified challenges are related to the distribution aspect of the mRID. The CIM model shall be maintained by DSOs 

but currently vendor datasets received from existing public or local databases are not in CIM format. Therefore, there is 
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no provision of UUID based mRIDs from vendors. Now, if one DSO assigns an mRID to vendor catalogue information, 

then it is definite that another DSO will assign a different mRID to the same vendor catalogue information. For example, 

if two DSOs have the same smart meter from the same vendor, they may have different mRIDs for the same smart meter 

catalogue dataset. Following are some possible architectural principles to resolve the issues: 

• In the future, vendors shall assign UUID 4 mRIDs for their product catalogue and keep it persistent for all 

customers.  

• Catalogue information provided by public databases like EFO Basen shall set up mRIDs based on guideline G1. 

However, currently public databases shall focus to use a UUID5 approach for already existing catalogue 

information but shall ensure that their mechanism shall be made public and shall be shared with all the interested 

parties (vendors and utilities). In this way, all the product information collected from such public databases by the 

interested parties and stored within their local databases of utilities, can be seamlessly updated to the same 

mRIDs.  

• Catalogue specifications, which are locally stored with a non-standardized identification scheme or no UnikID at 

all, should follow guidelines A5 and D2. The following amendments are made to guidelines A5 and D2. 
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A5. When data owners merge unique identifiers, there will be conflicts, e.g., duplication of identification. These 

conflicts shall be captured transparently. There are three different types of conflict which can be foreseen: 

1. There is no change in the CIM::IOs, meaning there is one object with two mRIDs. In general, the source data 

owner shall override its mRIDs. For example, as shown in Figure 1, the GIS is the source data owner, and it shall 

override the NIS mRIDs in this specific scenario. If the conflict is between vendor or contractor CIM::IO, the 

vendor or contractor shall always be the source data owner. If vendor or contractor allows another party to assign, 

then vendor or contractor must keep the same mRID for the given CIM::IO throughout the information lifecycle. 

2. There are attribute or element changes in the CIM::IO, meaning there are two objects in different systems, which 

are the same except a few changes in attributes or associations, that have different mRIDs. The two objects shall 

be merged and ideally given a new UUID 4. Otherwise, one system shall behave as source and merge the 

CIM::IO and keep its mRIDs. In this situation, all the data owners as well as data consumers shall notify each 

other regarding the changes in the same CIM::IO or parts of it. In case of sharing between external interested 

parties, follow guideline D2. 

3. There are enormous amounts of legacy objects that can be mapped to a CIM::IO but none of them have 

standardized identification or they have no identification at all. In this situation, the data owner shall first map all 

the objects to a CIM::IO and then the assignment shall be based on A5.1. and A5.2. 

 

D2. In case of a shared CIM model, meaning the asset is physically owned by one interested party in the network but 

its CIM model and its related CIM::IOs are logically shared by two or more interested parties. e.g., substations, bay and 

connectivityNodes.  

1. If the asset is tangible and locationally identifiable, then the asset owner will act as a source data owner and shall 

assign the mRIDs of the physical assets as well as all the related CIM power system resource objects (e.g., 

substations, bay, transformerEnd).  

a. In this case, if all the interested parties decide to resolve a conflict with the replace action, then the 

interested parties shall replace their mRIDs with the asset owner’s mRIDs. For example, a transformer 

is owned by a network operator 1 which is responsible up to the primary end while another network 

operator 2 is the responsible party for the secondary end as per the business process. But network 

operator 1 is the asset owner and it shall assign the mRIDs to both the ends and network operator 2 

shall follow. For two systems within the same utility, a similar approach shall apply. 

b. On the other hand, if all the interested parties decide to resolve a conflict with the map action, then the 

interested parties shall map their mRIDs with the asset owner’s mRIDs and keep them throughout the 

product life cycle. The mapping approach is not recommended; however, it could be a reasonable 

solution in scenarios where the exchange of CIM::IO is limited between the interested parties.  

2. If the cim object is non-tangible (e.g., connectivityNodes and Terminals), there might be more than one data 

owner. For instance, the same Terminal will be modelled by network operator 1 but also by network operator 2. 

This scenario shall follow guideline A5, but the source data owner shall herein either be bilaterally assigned or 

be communicated between the interested parties as soon as possible.  

3. If a new object is added to the list of already existing shared power system resources, it is recommended that 

the party who created the new shared power system resource should assign the mRID and others should follow. 

This is helpful when creating an object into a profile, so that the data user can have full control over the object. 

Moreover, this is also helpful in automatically merging all other changes, you can more easily resolve the conflicts. 

 

The assembly information as per CIM::IO ontology architecture, is related to logical and physical aspects of information. 

That is why the CIM::IO::Asset has associations with the “AssetInfo” class and “PowerSystemResources” class. The asset 

http://www.dnv.com/
http://www.diginenergi.no/


DIGIN 
diginenergi.no 

 

DNV  –  Report No. 208696-INC 21-2803, Rev. 1.1  –  www.dnv.com – www.diginenergi.no    Page 20 

 

in CIM is crucial and thus its identification. Currently, an enormous amount of assets is registered to every utility, some 

fully owned (like transformers, lines, tower etc.) or some whose data is being owned (like smart meter at customer location). 

Moreover, there are CIM::IOs which are more logical, e.g., TransfomerEnd etc. The complexity of assigning and updating 

identifiers in the existing systems for that many objects is HIGH and that is why the UnikID guidelines recommend each 

enterprise shall develop UnikID scheme which shall be integral part of its enterprise metadata strategy. Such strategy 

shall be conveyed globally and transparently through the organization. Herein, following are some possible architectural 

principles to resolve the issues: 

1. For already existing assets which are systematically identifiable as per any standard identification (e.g., DOIs, 

EAN codes, IAN codes, or others), UUID 5 could be used. In UUID 5 implementation shall ensure that cim object 

namespace shall act as a UUID 5 namespace. Remember that cim object namespace is string whereas UUID 5 

namespace shall be based on UUID 4. Hence, an organization shall decide the policy for generating or mapping 

cim object namespace to its respective UUID5 namespace. The standard identifier of the asset shall be 

considered as UUID 5 name.  

2. All new and existing assets with non-standard or no identifiers shall be assigned with UUID version 4. For the 

assignment of mRIDs to the asset’s associated objects (i.e., AssetInfo), the enterprise shall create a policy as 

per guidelines A5, D2, and G1.  

3. If an asset in any application or process is identified simply by an object title or simple string, then there is an 

issue that all the data is linked to asset’s name not with its ID. Hence, when the designers create, delete and 

update an asset, application always provide new GUID but ensure the uniqueness of object title. For example, if 

you create a transformer TN1 it will automatically get a GUID, but when it is deleted and recreated it will be the 

same TN1 with a different GUID. As per guideline S3, the UnikID guidelines will not recommend using object title 

for either using it as identifier or even using it as a UUID5 name for generating mRIDs. One of the preferred ways 

is to first introduce a transparent title handling convention if the given application does not support restoration of 

the old GUIDs. Once the objects are title as per the convention, the enterprise shall create a policy as per 

guidelines A5, D2, and G1 and ensures the object title shall be mentioned in the CIM::IO name attribute.  
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10 ANNEX A 

10.1 Guidelines version 1.1 

A1 The data owner shall be the assigner of the mRID of the CIM::IO. Assigning a persistent, unique and 
resolvable mRID to CIM::IO allows data owners to unambiguously communicate the data that shall be used 
during business-as-usual. 

A2 The mRIDs of the existing CIM models (i.e., physical asset model, a conceptual model and a functional model) 
shall be assigned or updated as UUID and shall not be changed throughout their entire life cycle. The 
conceptual models shall keep their mRID unless they undergo major local extensions later during execution or 
implementation. 

A3 All assigned mRIDs shall be kept in order to track the history of the CIM::IO they correspond to, meaning they 
shall not be reused. For instance, the mRID of newly commissioned asset shall be different from the 
respective decommissioned asset. Similarly, the extended CIM conceptual model shall have a different mRID 
from its parent conceptual model. 

A4 In the case of an existing asset, which is typically owned by a party, the asset owner is the data owner and 
shall be responsible to assign mRIDs to the respective information models of the existing assets. It is 
recommended that interested party shall provide unique identifiers to the assets independent of their CIM 
implementation roadmap and strategies. 

A5 When data owners merge unique identifiers, there will be conflicts, e.g., duplication of identification. These 
conflicts shall be captured transparently. There are three different types of conflict which can be foreseen: 

1. There is no change in the CIM::IOs, means one object with two mRIDs. In general, the source data 
owner shall override it mRIDs. For example, as shown in Fig. X, the GIS is the source data owner, and 
it shall override the NIS mRIDs in this specific scenario. If the conflict is between vendor or contractor 
CIM::IO, the vendor or contractor shall always be the source data owner. If vendor or contractor allows 
other party to assign, then vendor or contractor must keep the same mRID for the given CIM::IO 
throughout the information lifecycle. 

2. There are attributes or elements change in CIM::IO, means there are two objects in different system 
which are same except with few changes at attributes or associations and have different mRIDs. The 
two objects shall be merged and ideally given new UUID 4. Otherwise, one system shall behave as 
source and merge the CIM::IO and keep the its mRIDs. In this situation, all the data owners as well as 
data consumers shall identify each other regarding the changes in the same CIM::IO or parts of it. In 
case of sharing between external interested parties, follow guideline D2. 

There are enormous legacy objects that can be mapped to a CIM::IO but none of them have standardize 
identification or have no identification. In this situation, the data owner first shall map all the objects to a 
CIM::IO and then the assignment shall be based on A5.1. and A5.2.  

D1 DIGIN’s role in ensuring global uniqueness of the mRID is limited to coordination and harmonization of the 
approaches used in different data exchanges which shall conform to requirements G1-G4 
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D2 In case of shared CIM model, meaning the asset is physically owned by one interested party in the network but 
its CIM model its related CIM::IOs are logically shared by two or more interested parties. e.g., substations, bay 
and connectivityNodes. Following are some scenarios: 

1. If the asset is tangible and locationally identifiable, then asset owner will act as a source data owner 
and shall assign the mRIDs of the physical assets as well as all the related cim power system resource 
objects (e.g., substations, bay, transformerEnd).  

a. In this case, if all the interested parties decided to resolve a conflict with the replace action, 
then the interested parties shall replace their mRIDs with the asset owner’s mRIDs. For 
example, a transformer is owned by a network operator 1 which is responsible until primary 
end while other network operator 2 is the responsible for secondary end as per the business 
process. But the network operator 1 is the asset owner and it shall assign the mRIDs to both 
the ends and network operator 2 shall follow. For two systems within same utility, the similar 
approach shall apply. 

b. On the other hand, if all the interested parties decided to resolve a conflict with the map action, 
then the interested parties shall map their mRIDs with the asset owner’s mRIDs and keep 
them throughout the product life cycle. The mapping approach is not recommended, however, 
could be a reasonable solution in scenarios where the exchange of CIM::IO is limited between 
the interested parties.  

2. If the cim object is non-tangible (e.g., connectivityNodes and Terminals), in this case there might be 
more than one data owners. For instance, the same Terminal will be modelled in network operator 1 
but also in network operator 2. This scenario shall follow the guideline A5, but the source data owner 
herein shall either be bilaterally assigned or be communicated between the interested parties as soon 
as possible.  

If a new object is added to the list of already existing shared power system resources, it is recommended that 
the party who created the new shared power system resource should assign the mRID and other should 
follow. This is helpful when creating an object into a profile, so that the data user can have full control over the 
object. Moreover, this is also helpful in automatically merging all other changes, you can more easily resolve 
the conflicts. 

D3 mRIDs must be kept persistent for all CIM models and profiles. If exceptions are needed, then interested 
parties who are involved in exchange of data should have a bilateral agreement defining the exception 
strategy.   

D4 For CIM model exchange, the full CIM model should be stored with interested parties involved, and a 
differential model should be shared if any involved interested party updates the model (as per IEC 61970-
552:2016). All mRIDs involved in it, shall be shared and stored by all interested parties involved and must be 
kept persistent. 

G1 UnikID shall be UUID (Universally Unique Identifier) version 4 as defined in RFC 4122. However, if it is too 
expensive to access the generated UUID version 4 during the business-as-usual-processes or time-critical 
calculations, then the company-wide generator can be implemented based on UUID version 5. Moreover, the 
following guiding principles shall be considered while implementing a companywide UUID version 5 generator: 

• The version 5 UUID is meant for generating UUIDs from "names" (in other words hash) that shall be 
drawn from, and unique within, some "namespace". The concept of name and name space should be 
broadly construed, and not limited to textual names. The mechanisms or conventions used for 
allocating names and ensuring their uniqueness within their name spaces are beyond the scope of 
this guideline. 

o The requirements for these types of UUIDs are as follows: Persistence and uniqueness of 
the UUID.  

o The UUIDs generated at different times from the same name in the same namespace MUST 
be equal. 

o The UUIDs generated from two different names in the same namespace should be different 
(with very high probability). 

o The UUIDs generated from the same name in two different namespaces should be different 
with (very high probability). 

o If two UUIDs that were generated from names that are equal, then they were generated 
from the same name in the same namespace (with very high probability). 

• Persistence of “name”: there must exist a mechanism that ensure the name persistency. 

• Persistence of namespace: It is recommended that the data owner shall allocate a version 4 UUID to 
use as a "namespace ID" for all UUIDs generated from names in that name space. The given 
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namespace ID shall be accessible transparently throughout the organization and shall comply with 
guideline S3. 

• For instance, if NIS is a user of CIM::IO::PowerTransformer_1 from the GIS system, then NIS shall 
use mRID (i.e., based on UUID) of PowerTransformer to generate mRIDs of related CIM::IOs (e.g., 
PowerTransformerEnds). However, in case NIS is an owner of a CIM::IO, e.g., Terminal, then 
Terminal shall be given a UUID 4. The UUID 4 of Terminal shall act as a namespace ID for the given 
context and shall be combined with a name (i.e., a hash) that can be closely related to the 
CIM::IO::PowerTransfomer_1 to generate the mRID of connected CIM::IO::Terminals.  

If for whatever reason the data owner needs to remove or update the namespace, then namespace must be 
maintained. The identifier and metadata must persist even if the data resource has been destroyed. 

G2 CIM::IO (CIM:IdentifiedObject) shall be generated in the system as soon as its context is represented digitally. 
On the other hand, the identifiers of the CIM profiles shall be a case sensitive string which conforms to W3C 
(ISO 8859/1 8-bit single-byte coded graphic character set known as Latin Alphabet No. 1; 
http://www.w3.org/MarkUp/html3/specialchars.html) with a maximum character limit of 60 characters. 

G3 All CIM::IO, which are being exchanged between two or more systems, shall have UnikID as their mRID and 
this mRID should be exchanged as specified in IEC 61970-552:2016. 

G4 All CIM::IO shall have a UnikID as an identifier which shall be given to mRID, which is an attribute of the 
CIM::IO. They shall be created independently, and they shall not be serialized or created manually.   

S1 The data owner is responsible for ensuring that the assigned mRID shall be decentralized and stored “locally”. 
UnikID provider that maintain and provide mRIDs either at system-level or organizational-level shall ensure 
that all existing identifiers to the respective CIM:IO are mapped to the same mRID. 

S2 For a recipient(s) of CIM::IO who is neither a data-owner nor an asset-owner, the data-owner can define how 
long the mRID can be stored with the recipient, as well as when the recipient(s) shall delete the CIM model, 
unless it conflicts with regulations and laws. 

S3 No attribute or any sensitive data within the CIM::IO should be used as a hash for generating mRIDs. 

S4 All the expired identifiers shall be stored by the data owner in some form an audit mechanism for traceability. 
That shall apply for physical asset model and for functional model. 

 

 

http://www.dnv.com/
http://www.diginenergi.no/


 
 

 

 

About DNV 

DNV is the independent expert in risk management and assurance, operating in more than 100 countries. Through its 

broad experience and deep expertise DNV advances safety and sustainable performance, sets industry benchmarks, and 

inspires and invents solutions. 

Whether assessing a new ship design, optimizing the performance of a wind farm, analysing sensor data from a gas 

pipeline or certifying a food company’s supply chain, DNV enables its customers and their stakeholders to make critical 

decisions with confidence. 

Driven by its purpose, to safeguard life, property, and the environment, DNV helps tackle the challenges and global 

transformations facing its customers and the world today and is a trusted voice for many of the world’s most successful 

and forward-thinking companies. 
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